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Jonathan Taylor   MSc 
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Child Protection & Internet Safety Consultant

www.besafeonline.co.uk

Social Media and Children: What is the Risk, What is the 

Danger, What is the Harm?

óGrooming & Online Child Exploitationô

Responsibility & Choices

Poverty & Affluent Neglect 
& Vulnerability

Real World & Online World

ÁTravelling Sex Tourism ïPoverty & Affluent Neglect & Vulnerability
ÁHow Investigations began ïOperation Landslide/Ore ïLegislation ïOffline Online Link
ÁOptions Open to Society to Safeguard Children  in the Online World

ÁWhat is Expected of Schools
ÁCurrent Legislation within UK (Inspections) 

ÁDigital Residents v Digital Visitors
ÁUnintentional Victims
ÁWhat Children & Young Adults do Online

ÁEqual Protection for Children in Offline World v Online World
ÁRisk ïDanger ïHarm (The Differences)

ÁOnline Abuse Facts & Statistics
ÁOnline Safety is Predominantly About Behaviour ïRoblox to Dark Web
ÁSafer Internet Day

ÁContent ïContact ïConduct ïSelfies / Bullying & Legislation
ÁDigital Tattoo Project ïCyber Vetting

ÁParental Involvement ïAdvice ïStrategies for Young Users

Travelling Sex Tourism

óMore Precious Than Goldô óSweetieô
Iôm Not Real

Stop Webcam Child Sex Tourism

127 UK Offenders Identified using CGI - No Arrests

http://www.besafeonline.co.uk/
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óWe Cannot Police Our Way Out of Thisô
Brad Russ (Director ðNational Criminal Justice Training Center)

Howeveréééé

We Can Identify Online offenders

We Can Identify Worst Offenders

We Can Correctly Profile Offenders

We Can See the Link Between Images & Hands On Offending

We Can Correctly Risk Assess Offenders

We Can (& MUST) Identify Victims

WE CAN EDUCATE AND MAKE óINTENTIONAL & UNINTENTIONALô VICTIMS AWARE

OF THE ESCALATION OF RISK TO DANGER TO PREVENT EXPLOITATION

$1.4 million per month

ÅThomas and Janice REEDY owned company in US that ran websites offering access to child 
abuse imagery

ÅApril 1999 US Postal Inspection Services received intelligence

ÅThey accessed, purchased and documented material from 12 sites

ÅCustomers purchased membership for set period

ÅDetails given included name, address, email address, credit card etc 

120 Children rescued

Thomas and Janice REEDY owned company in 

US that ran websites offering access to child 

abuse imagery

ÅApril 1999 US Postal Inspection Services   
received intelligence

ÅThey accessed, purchased and documented 
material from 12 sites

ÅCustomers purchased membership for set period

ÅDetails given included name, address, email 

address, credit card etc 

Å7272 British suspects

Å4,700 searches conducted

Å3,744 arrests

Operation Ore (Landslide) Case Study R.v. Sadowski

Convicted Old Bailey 30th June 2003

Luke Sadowski Å18 years old

ÅNo previous convictions

ÅJust starting university course with a view to  becoming a 

primary school teacher

ÅTwo weeks prior to his arrest was due to attend a primary school 

on attachment ïthis was cancelled  through Police intervention

ÅUS Homeland Security placed advert offering unique tours

ÅBen Smith responded to advert asking for a girl aged roughly 10 

years old of white race for three nights . All communication by 

email

ÅóBen Smithô stated he wanted full sex

ÅBartered over price

ÅMet undercover Police in London Hotel
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History & Changes to the Legal System in UK

R v Hunterback  1996

Who entered a Soho sex shop attempting to procure a 12 year-old girl for sex. 
In the end he was prosecuted for ǇǊƻŎǳǊƛƴƎ ŀ ΨǿƻƳŀƴΩ ǳƴŘŜǊ ǘƘŜ ŀƎŜ ƻŦ нм ŦƻǊ ǎŜȄ. 
Clearly there was no distinction made between a child and a woman. 

R v  Van de Walle 1999

Van de Walle could only be charged with attempting to incite an undercover 
police officer to procure a boy under 21

R v Sadowski 2002

Prosecuted for ŀǘǘŜƳǇǘƛƴƎ ǘƻ ǇǊƻŎǳǊŜ ŀ ΨǿƻƳŀƴΩ ǳƴŘŜǊ ǘƘŜ ŀƎŜ ƻŦ нм ŦƻǊ ǎŜȄ. 
Clearly there was no distinction made between a child and a woman

Sexual Offences Act 

2003

Sexual Offences Act  2003

Section 9 
Sexual Activity with a child

Section 10 
Causing or inciting a child under 13 to engage in sexual activity ς
this offence carries a maximum term of imprisonment not exceeding 14 years

Section 11
Engaging in sexual activity in the presence of a child ς
this offence carries a maximum term of imprisonment not exceeding 10 years

©

Sexual Offences Act 

2003
Sexual Offences Act  2003

Section12 
Causing a child to watch a sexual act ς
this offence carries a maximum term of imprisonment not exceeding 10 years

Section 14 
Arranging or facilitating commission of a child sex offence

Section 15 
Meeting a child following sexual grooming. This section is intended to cover situations where 
an adult (A) establishes contact with a child through, for example, meetings, telephone 
conversations or communications on the Internet, and gains the child's trust and confidence so 
ǘƘŀǘ ƘŜ Ŏŀƴ ŀǊǊŀƴƎŜ ǘƻ ƳŜŜǘ ǘƘŜ ŎƘƛƭŘ ŦƻǊ ǘƘŜ ǇǳǊǇƻǎŜ ƻŦ ŎƻƳƳƛǘǘƛƴƎ ŀ ϦǎŜȄǳŀƭ ƻŦŦŜƴŎŜά ŀƎŀƛƴǎǘ 
the child.

© Technological EVOLUTION : 
The loss of control 

ÅThe invention of the camera
sexualized images involving children were produced, traded, and collected

ÅThe first step in cyberspace :
ÅòThat'sone small step for a man, one giant leap for crime .ò

ÅNew Phenomenons (Grooming,DarknetTOR,Sextortion, Apps)

ÅNew Technology (Webcam / Video Chat Sites)

ÅNew Approaches to investigation and control
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Case Studies          Offline & Online  Offending

ÅLuke Sadowski

ÅStephen King

ÅDarren Dearing

ÅPaul Cosier

ÅAndrew Linton

ÅJames Barefield

ÅLuke Harlow

ÅStephen Beadman

ÅGemma Barker

ÅLewis Deynes

ÅNo Previous Convictions

ÅNo Previous Convictions

ÅNo Previous Convictions

ÅNo Previous Convictions

ÅNo Previous Convictions

ÅNo Previous Convictions

ÅNo Previous Convictions

ÅNo Previous Convictions

ÅNo Previous Convictions

ÅNo Previous Convictions

ÅTrainee Teacher

ÅAcademic

ÅPolice Sergeant

ÅOxford Professor

ÅTeacher

ÅBarman

ÅGardener

ÅUnemployed

ÅImmigration Officer

ÅComputer Engineer

IIOC

IIOC

IIOC

IIOC

IIOC

IIOC

IIOC

IIOC

IIOC

Hyper-confident Hyper-cautious

Suspicious

A spectrum of confidence from most confident to hyper-cautious

©

The Amplification of Vulnerability

Research ïAny Differences between   Offline ïOnline 

Grooming Process?
· Different phases before reaching the sexual phase: 

·Friendship forming phase
·Relationship forming phase

·Risk assessment phase

·Exclusivity phase

·Sexual phase
(Source: O'Connell, 2003:44 )

·No Need  for Friendship forming phase

·No Need for Relationship forming phase
·No need for Risk assessment phase, Internet offers Anonymity

·Exclusivity phase Offered by Online Services

·Sexual phase via web cam / web sites / sexual grooming

The Online World (Social Media & Gaming) facilitates the speed of Offending

Sexual Grooming 

Motivated by Images & Justified from Online Behaviour
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Grooming Dynamic

Grooming Steps

Identifying & Targeting the Victim

Gain trust & access

Playing a role in the victims Life

Isolating the Child

Creating secrecy around the 
relationship

Initiating sexual contact

Controlling the relationship

Vulnerable within Society

Gifts & Purchases

Boyfriend / Protector

Shopping/Food

Creating secrecy around 
the relationship

Kissing Cuddling

Controlling the relationship

Any part of Society

Broken Promises/Easy to Lie 

Online
Online Boyfriend / Girlfriend

Direct Messaging ïWhatsApp etc

Creating secrecy around the 
relationship

Web Cam Images Sexting

Threats

Real World Online World

What Do Children & Young Adults do Online ?

What are the Dangers they can face ?

Are they all Vulnerable ?

Keeping Children Safe on the Internet

óRisk ïDanger ïHarmô

Online Safety Options Open to ôSocietyõ

ÅParents / Carers

ÅEducators

ÅIndustry/Organisations

ÅChildren / Young Adults

Educate Parents / Carers on the possibility of Risk-Danger-Harm
through online interaction by Children, as a result of Inappropriate Contact-

Content-Conduct.
ENCOURAGE - DIALOGUE &  ONLINE PARTICIPATION

9ŘǳŎŀǘŜ ΨŜŘǳŎŀǘƻǊǎΩ ƻƴ ƻƴƭƛƴŜ ǘǊŜƴŘǎ ƻŦ ŎƘƛƭŘǊŜƴ Σ ǎƻŎƛŀƭ ƳŜŘƛŀ
File sharing, gaming, etc that MAY result in Danger & Harm from sexual, physical, 

emotional, psychological or reputational exploitation
ENCOURAGE -5L![hD¦9 ϧ Ψ.¸h5Ω 5!¸{ ϧ ¦b{¢!b5LbD ±¦[b9w!.L[L¢¸

Educate all on online trends that can assist in effective, policing, and 
understanding of the Risks & vulnerablity that can escalate to Danger & 

subsequent Harm. Furthermore encouraging dialogue, blocking & 
filtering. & co-operation

ENCOURAGE - DIALOGUE & CO-OPERATION

©

All users should be educated about the difference between Risk-
Danger-Harm & the possibility of Danger through о /Ωǎ & possible 

subsequent exploitation 
ENCOURAGE - EMPOWERMENT UNDERSTANDING DIALOGUE WITH 

PARENT/CARERS/TEACHERS

What is Expected of ALL 
Schools / Colleges / Academies?

Training / Workshops
Controlled

i. Online Safety CPD Training for ALL Staff
ii. Whole year group presentations on Online Safety & Social Media / Gaming awareness
iii. Online Safety Policy
iv. AUP (acceptable use policies / agreements)
v. Filtering & Monitoring of Schools Internet Access 

Offered not Controlled
i. Parental Information Evenings

Optional but Advised
i. OSO (Online Safety Officers)
ii. BYOD Days
iii. Social Media Questionnaire (ICT / PSHE)
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Online Safety in Schools & Colleges: 
Questions from the Governing Board / Trustees

Does the school /college have online safety and acceptable use Policies in place? How 
does the  school / college assess that they are clear, understood and respected by all 

children and staff? (Wi Fi Access)

Describe how your school/college educates children and young people to build 
knowledge, skills and confidence when it comes to online safety? How do you assess its 

effectiveness?

How do you ensure that all staff receive appropriate online safety training that is 
relevant and regularly updated?

How does the school/college educate parents and the whole school/college community 
with online safety?

What mechanisms does the school / college have in place to support pupils, staff and 
parents facing online safety issues?

Ofsted Inspection Framework 

Quality of leadership in, and management 

of, the school ( page 43)
The effectiveness of safeguarding arrangements to ensure that 

there is safe recruitment and that all pupils are safe.

This includes:

the promotion of safe practices and a culture of safety, including 
online safety .       

Through:

1. Whole School Consistent Approach

2. Robust & Integrated Reporting Routines

3. Staff Training

4. Policies

5. Education

6. Infrastructure

7. Filtering Monitoring & Evaluation 

Inspection of education 

and online safety from 
September 2015

Definition of safeguarding (extract paras 10 and 11)

Safeguarding action may be needed to protect children and learners 
from: 

Á bullying, including online bullying and prejudice -based bullying

Á the impact of new technologies on sexual behaviour, for example 
sexting

Safeguarding is not just about protecting children, learners and 
vulnerable adults from deliberate harm, neglect and failure to act. It 

relates to broader aspects of care and education, including: 

Á online safety and associated issues 

The term óonline safetyô reflects a widening range of issues 

associated with technology and a userôs access to content, contact 
with others and behavioural issues.
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Definition of safeguarding (extract paras 10 and 11)

Safeguarding action may be needed to protect children and learners 
from: 

Á bullying, including online bullying and prejudice -based 
bullying

Á the impact of new technologies on sexual behaviour, for 

example sexting

Safeguarding is not just about protecting children, learners and 

vulnerable adults from deliberate harm, neglect and failure to act. It 
relates to broader aspects of care and education, including: 

Á online safety and associated issues 

The term óonline safetyô reflects a widening range of issues 
associated with technology and a userôs access to content, contact 
with others and behavioural issues .

The signs of successful safeguarding arrangements 
(extract para 13)

In settings that have effective safeguarding arrangements, there 
will be evidence of the following: 

Á Adults understand the risks posed by adults or learners who use 
technology, including the internet, to bully, groom, radicalise 

or abuse children or learners . They have well-developed 
strategies in place to keep children and learners safe and to 
support them to develop their own understanding of these risks 

and in learning how to keep themselves and others safe. 

Á Leaders oversee the safe use of technology when children and 

learners are in their care and take action immediately if they are 
concerned about bullying or childrenôs well-being. Leaders of 
early years settings implement the required policies with regard 

to the safe use of mobile phones and cameras in settings.

Inspecting how effectively leaders and governors 
create a safeguarding culture in the setting (extract 
para 18)

Inspectors will want to consider evidence that:

Á staff, leaders and managers understand the risks posed by 
adults or young people who use the internet to bully, groom or 
abuse children, young people and vulnerable adults

Á there are well -developed strategies in place to keep 

learners safe and to support them in learning how to keep 
themselves safe 

Á staff, leaders and managers oversee the safe use of 
electronic and social media by staff and learners and take 
action immediately if they are concerned about bullying or risky 

behaviours

Social Media & Digital 

Knowledge / Usage / Understanding

Digital Immigrant or Digital Visitor                 DIGITAL DIVIDE Digital Native or Digital Resident

Remember : Immigrants Always Learn from Natives
or         Parents   Learn   From     YOU
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ω Questions ςStudents / Parents / Teachers 

ω 1. How Many students use an IPad/ Iphone?   Android Tablet /  Mobile?

ω 2 How many have asked 'Siri' óCortanaôô OK Googleô óAlexaô a 'silly' question?

ω 3. How many use WhatsApp / We Chat / Line / PokemonGo?

ω 4. How Many use Facebook/ Instagram/ OoVoo?

ω 5. How many have heard of  Viber/ Tango / Team Speak?

ω 6.  How Many use X-Box / Play Station - GTA / Assassin / Fifa16 / Destiny / Call of Duty?

ω 7 How Many have heard of Talking Angela / Slender Man / Bloody Mary?

ω 8 Who has heard of Cat Fishing / Spoofing / Ratting / Vamping ?

ω 9 How many use Snapchatς²Ƙƻ Ƙŀǎ ǘƘŜ ƭƻƴƎŜǎǘ Ψ{ǘǊŜŀƪΩ Κ

ω 10 How many can install apps, how many know their parents Apple Id password?

ω 11 Who covers their Web Cam ςƛŦ ȅƻǳ Řƻ Ψ²ƘȅΩ Κ

ω 12 How many play online games with 'headphones & microphones'?

ω 13 How many know 'You Tubers' if so who.? egLogan Paul / DanTDM/ Zoella / KSi

ω 14. If you heard or saw something inappropriate on a site / app / game / or messaging  service who would you tell.....?

ω 15 Are you aware of Google Data Retention  (SYNC) via device usage

ω 16         Who switches Location Services (GPS) off and then on when they need it?

ω 17 Who uses Putlocker , Popcorn Time, 123Movies?

ω 18 !ǊŜ ȅƻǳ ŀǿŀǊŜ ƻŦ ϥ/ȅōŜǊ ±ŜǘǘƛƴƎΨ ό¦ƴƛΩǎColleges / Work)

How Can Webcamõs be Compromised ð

Viruses ðBut How  (Pop Ups, Messaging, Streaming)

Convincing young people into doing inappropriate things on webcam.

Harm from Deliberate Inappropriate Use 

Speaking to Strangers (Intentional Victims )

Harm from Unknown Webcam Access 

Viruses Gaining Access (Unintentional Victims )

Victims - can happen to boys and girls.

Web Cam Compromise                            Viruses

Truth or Myth

What are you doing online?

Webcam Compromise as result of Viruses
Intentional & Unintentional Victims

i. Talking to people on webcams using IM, Facebookor Google+.
ii. This could be friends or strangers.
iii. Using Chat Roulette / Omegle/ Badoo(Live Streaming)
iv. Skype / OoVoo/ 
v. Viruses / Ratty (Remote Access)

Online Dangers;
üInappropriate Content
üOnline Privacy
üSexy Selfies (Sexting)
üOnline Grooming / Sextortion
üOnline Bullying
üRadicalisation
üDigital Tattoo Issues

http://tinychat.com/
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Inappropriate Content
ÅPornography
ÅViolence
ÅHate Speech
ÅRisky or illegal Behaviours
ÅChallenges

Online privacy
ÅWhats Ok ςPictures of Family & Friends  

(with permission)                   
Casual Chat in Games

ÅWhats Not Ok  - Certain Personal Information

Sexy Selfies (Sexting)
ÅSending or Posting Explicit Pictures
ÅнΦр҈ ƻŦ ǘŜŜƴǎ ƘŀǾŜ ΨǎŜȄǘŜŘΩ
Å7% say they received a sext

Sexual Solicitation (Grooming)
ÅAny unwanted sexual request or 
any sexual request by an adult

Sextortion (Disasters)

Online Bullying
ÅMean Messages
ÅPhotoshoping pictures
ÅFake profiles
ÅRumours
ÅThreats or Harassment

Childrenõs lives are increasingly lived 
Online

8 ς11 year olds 
using a Tablet

12 ς15 year olds 
using a Tablet

2010 2016 2010 2016

1%

80%

2%

74%

Childrenõs lives are increasingly lived 
Online

8 ς11 year olds who 
own a smartphone

2010 2016 2010 2016

12%

32%

35%

79%

12 ς15 year olds who 
own a smartphone

Equal Protection Online as Offline ?

òANYONE CAN TALK TO YOU AND THEY CAN ASK FOR 
PERSONAL DETAILS LIKE WHERE YOU LIVE AND YOUR 
AGE. THEY CAN ASK YOU TO DO THINGS YOU DONT WANT 
TO DOó

12 YEAR OLD
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Equal Protection Online as Offline ?

Currently the law doesnõt give Children the 
same protection online as offline

We Wouldnt Let
Our Children..........                                                        But Online

Walk Into Sex Shops It Takes Just a Few Clicks

Should you have Instagram or  Facebook  /          

Twitter / Snapchat  / Pinterest 

Musical.ly /  Oovoo ?? 

If you are not 13 yet?      

ωIf you have got a Facebook / IG / Snapchat / 
Musical.ly etc account & you  lied about your age 
when you set it up. 

ωIf your parents set it up for you, then it is their 
job to supervise you at all times when you are 
using your account.

ωTalk  & Show your Parents / Carers

ω5hbΩ¢ ¢![Y ¢h hb[Lb9 {¢w!bD9w{

No - but

Increased reporting &

Recording of abuse 

in recent years

Increase in the number of 
police recorded offences
Relating to indecent images

187%

535%

354%
298%

NSPCC 2009 - 2016

Increased reporting &

Recording of sexual abuse

Increased reporting from the public 
Is helping police to record more sexual 
offences

68%

80%

156%
112%

NSPCC 2009 - 2016
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Increased reporting &

Recording of sexual abuse

Increased reporting from the public 
Is helping police to record more sexual 
offences

68%

80%

156%
112%

NSPCC 2009 - 2016

Online Abuse
Facts & Statistics

One in Five8 to 11 

year olds & seven 
in ten12 to 15 year 

olds has a Social Media 
Profile

1 in 3 internet 

users

Are Children

1 in 4 childrenhave 

experienced something 
upsetting on a social 

networking site

1 in 3 
Children 
have been a 

victim of Online 
Bullying

Almost 1 in 4 
young people 

have come across 
racist or hate 

messages online

Empowerment / CHOICES / Teamwork

Risk

Danger

Harm

Illegal or Inappropriate Online behaviour
Content ςContact - Conduct 

Emotional Sexual Physical Online Exploitation
Online Reputation Damage

Illegal Behaviour

Downloading and use of Apps or websites
Windows ςIOS - Android

Social Media  - Risk ςDanger - Harm

If you can describe risk & explain risk you are in a better position to
ǇǊƻǘŜŎǘ ŀƴŘ ŎƻƴǘǊƻƭ ƛǘΩ

Minimising Risk can Reduce the Escalation to Danger which in turn 
drastically Reduces possible Harm
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Apps Direct Messaging (Open & Anonymous)II.

Inappropriate SelfiesIII.

Online Bullying / Trolling / RevengeIV.

Online Reputation / Digital TattooV.

Social Media / Access & UsageI.

Risks In Everything Online  ð
However - Only Dangerous as a Result of 

Inapproriate Content / Contact / Conduct 

Risks can lead to  Dangers can lead to Harm
Harm - Exploitation

including:

Physical Exploitation

Sexual Exploitation

Emotional Exploitation

Radicalisation / Extremism

Reputation Damage

Bullying

Identity theft  /  Illegal behaviour

Exposure to inappropriate content

Obsessive use of ICT

Copyright infringements

Connecting / Interacting with Others

Gaming & Messaging
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1. Get Involved ïUse same Apps / Social Media / Games - Talk Physical
2. Adhere to Age Restrictions (Apps & Games, f & where possible. Physical
3. Check Contacts List & Friends & Opponents Physical

4. Be part of Closed Groups-Clash of Clans / WhatsApp / Fifa /Discord Physical
5. Cover Up Webcam when not Using (Webcam Compromise) Physical

6. Donôt use File Sharing Streaming of Videos (eg Putlocker)Physical
7. Use Social Media Positively  - Twitter / LinkedIn / Blogging Physical
8. Speak to Schools THIS IS TEAMWORK Physical

9. Use Family Sharing (Ipads / Iphone) ïFamily Link (Android)       Settings    Practical
10.Switch off Sync on Android Phones / Tablets Settings    Practical

11.Use Location Settings when required Settings    Practical
12.Switch Off Location Settings on Childs / Young Adults Phones    Settings    Practical
13.Test App games by switching off WiFi & Mobile Data Settings    Practical

14.Restrict WiFi Access (Times) via Modem Settings    Practical
15.Use filters to restrict access (Parental Controls & Software) Settings    Practical

Online Safety is Predominantly about Behaviour

But Technology can Assist

Understand the Risks to Restrict Escalation to Online Dangers 
by Preventing Inappropriate Behaviour

https://startpage.com/rth/search

What adults worry about
ÅPredators (Gaming & Social Media) (Meeting People --Met Online)

ÅViewing inappropriate content (TOR)

ÅPosting/sending inappropriate content  (Sexting/ Sexy Selfiesetc)

ÅOnline Bullying /  & harassment  (YikYak)

ÅCopyright Theft (Streaming Films)

ÅOnline addiction / tiredness (Gaming)

ÅOnline Conduct that may be, illegal or inappropriate 
behaviour

ÅOnline Reputation & Identity Theft & Digital Tattoo

Handheld 
gaming devices

Laptops

Smart Phones

Music devices (iPod 
Touch)

Tablets

E-readers

How Have You Got Online ςPast / Future
3,4,5 Devices

https://startpage.com/rth/search

