20/02/2018

AGENDA

: 6Grooming & Online Ch Poverty & Affluent Neglect Kﬁp
: Responsibility & Choices & Vulnerability e
: Real World & Online World THE

ATravelling Sex Tourism 1 Poverty & Affluent Neglect & Vulnerability

AHow Investigations began i Operation Landslide/Ore i Legislation i Offline Online Link
AOptions Open to Society to Safeguard Children  in the Online World

Awhatis Expected of Schools

ACurrent Legislation within UK (Inspections)

ADigital Residents v Digital Visitors

AUnintentional Victims T
Awhat Children & Young Adults do Online I'll Meet You
AEqual Protection for Children in Offline World v Online World at the Finish!
Risk i Danger i Harm (The Differences)

AOnline Abuse Facts & Statistics

Aonline Safety is Predominantly About Behaviour i Roblox to Dark Web
ASafer Internet Day

Social Media and Children: What is the Risk, What is the
Danger, What is the Harm?

Jonathan Taylor MSc
Criminology & Criminal Psychology

www.besafeonline.co.uk

N SP ge Share /AContent i Contact i Conduct i Selfies / Bullying & Legislation
‘ ‘ ware on A °
\ ADigital Tattoo Project i Cyber Vetting
NSPCC | B AParental Involvement i Advice i Strategies for Young Users

6Sweetiebd

I6m Not Real

More than 100 Australian paedophiles [l
have been caug/natural disaster throws children into the arms of pedophile:
Indonesia - whe! ——

6

Stop Webcam Child Sex Tourism

British paedophile enjoys holi
because of legal loophole:

©000= ——

127 UK Offenders Identified using CGI - No Arrests


http://www.besafeonline.co.uk/

Cannot Police

B Russ (vt & NaoalCrnina s Trseing Corm)

6 We

However ééée

We Can Identify Online offenders

We Can Identify Worst Offenders

We Can Correctly Profile Offenders

cecccee

We Can See the Link Between Images & Hands On Offending
We Can Correctly Risk Assess Offenders
We Can (& MUST) Identify Victims

WE CAN EDUCATE AND MAKE 61 NTENTI ONAL
OF THE ESCALATION OF RISK TO DANGER TO PREVENT EXPLOITATION

& UNI N

. Thomas and Janice REEDY owned company in
US that ran websites offering access to child
abuse imagery

Operation Ore (Landslide)
arsimm

Aapril 1999 US Postal Inspection Services
received intelligence

AThey d, purchased and
M malerlal from 12 sites

ACuslomers purchased membership for set period

.
* ADetails given included name, address, email
.

address, credit card etc

< A7272 British suspects

A4,700 searches conducted

A3 744 arrests

RENBEALRXRNALL
v AANENDEAND . hl"sl‘
REROTEIFENCEWASARA
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$1.4 million per month

A Thomas and Janice REEDY owned company in US that ran websites offering access to child
abuse imagery

A April 1999 US Postal Inspection Services received intelligence

A They pt and material from 12 sites
A Customers purchased membership for set period

A Details given included name, address, email address, credit card etc

Case Study R.v. Sadowski
Convicted Old Bailey 30" June 2003

Luke Sadowski

A8 years old

o previous convictions
Adust starting university course with a view to becoming a
primary school teacher
Awo weeks prior to his arrest was due to attend a primary school
on attachment i this was cancelled through Police intervention
AJS Homeland Security placed advert offering unique tours
/Ben Smith responded to advert asking for a girl aged roughly 10
years old of white race for three nights . All communication by
email
ABen Smitho
MBartered over price
AMet undercover Police in London Hotel

stated he wanted

1
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History & Changes to the Legal System in UK Sexual Offences Act

2003
Sexual Offences Act 2003

R v Hunterback 199~ MARCH 2008
e ey

Who entered a Soha
In the end he was pr ¢
Clearly there was no ‘é

cure a 12gldagirl for sex.
3 I WeaYEyQ .dzyR

1 child and a woman

Section 9
Sexual Activity with a child

cecccee

Section 10
Causing or inciting a child under 13 to engage in sexual aativity
this offence carries a maximum term of imprisonment not exceeding 14 years

Van de Walle could ¢
police officerto procu

ting to incite an undercover

R v Sadowski 2002
Section 11
Engaging in sexual activity in the presence of a child

Prosecutedfof 0 USYLJUAYI G2 LINPOdZNE | Ho62 Yy this offence carries a maximum term of imprisonment not exceeding 10 years

Clearly there was no distinction made between a child and a woman

ecccccccssccccccscccccccsssssssnss e

Sexual Offences Act : Technological EVOLUTION : . ¢ &g % §
2003 : The loss of control it §wmEm
Sexual Offences Act 2003 :
Section12 :AThe invention of the—e=m- s your child's new iPad a magnet for ﬁ f &
Causing a child to watch a sexual act S e oo Belica i ough tblet by perverts. :.",,n,y.., w-shirt s o Hids ad
this offence carries a maximum term of imprisonment not exceeding 10 years Teacher who was school’s child protection parents taking ‘all sensible safety meas/® -~
officer had 50,000 images of children being
Section 14 abused

Arranging or facilitating commission of a child sex offence

Section 15

Meeting a child following sexual grooming. This section is intended to cover situations where

an adult (A) establishes contact with a child through, for example, meetings, telephone
conversations or communications on the Internet, and gains the child's trust and confidence so
QKFG KS OFy FNN¥y3as§ G2 YSSG GKS OKAfR F2N (KS
the child.




Case Studies Offline & Online Offending
ALul-owski ANo Previous Convictions ATrainee Teacher
ASte-(ing ANo Previous Convictions AAcademic

ANo Previous Convictions APolice Sergeant
ANo Previous Convictions Aoxford Professor
ANo Previous Convictions ATeacher

ANo Previous Convictions & ABarman

ANo Previous Convictions [ AGardener
AUnemployed
Almmigration Officer

AComputer Engineer

E\Da aring
/P\Pa ier
AAn inton

AJa refield
é\Lu ow
Astephen Beadman ANo Previous Convictions

?\Ger-arker
ALeV\-/nes

ANo Previous Convictions
ANo Previous Convictions

Hyper-confdent Hyper-cautious

< =

Suspiciaus

A spectrum of Victimology fram most Vulnersble to most Resiient

Mastvulnerable Mostagsient

ResTaker
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A spectrum of confidence from most confident to hypeautious

Hyperconfident Hypercautious

< =

Suspicious

The Amplification of Vulnerability

Research i Any Differences between Offline i Online
Grooming Process?

Different phases before reaching the sexual phase:

- Friendship forming phase

- Relationship forming phase
- Risk assessment phase

- Exclusivity phase

- Sexual phase

(e oCemet 20034 )

- No Need for Friendship forming phase

- No Need for Relationship forming phase

- No need for Risk assessment phase, Internet offers Anonymity
- Exclusivity phase Offered by Online Services

- Sexual phase via web cam / web sites / sexual grooming

The Online World (Social Media & Gaming) facilitates the speed of Offending
Sexual Grooming
Motivated by Images & Justified from Online Behaviour



Grooming Dynamic
Grooming Steps

Real World Online World

Identifying & Targeting the Victim Vulnerable within Society Any part of Society

Gain trust & access Gifts & Purchases Broken Promises/Easy to Lie

Online
Online Boyfriend / Girlfriend

Playing a role in the victims Life Boyfriend / Protector

Isolating the Child Shopping/Food Direct Messaging i WhatsApp etc
Creating secrecy around the

relationship

Creating secrecy around
the relationship

Creating secrecy around the
relationship

Initiating sexual contact Kissing Cuddling Web Cam Images Sexting

Controlling the relationship Controlling the relationship  Threats

Online
AParents / Carers

Safety Options Ope
Educate Parents / Carers on the possibility of RB&ngerHarm
through online interaction by Children, as a result of Inapproprigentact
ContentConduct
ENCOURAGBIALOGUE & ONLINE PARTICIPATION

9RdAzOF 1S WSROl G2NBEQ 2y 2yfAyS it

File sharing, gaming, etc that MAY resultin Danger & Harm from sexual, physice
emotional, psychological o reputational exploitation

ENCOURAGB L! [ hD} 9 s W. h5Q 5! { 3 |b{

AEducators

Educate all on online trends that can assist n effective, policing, anc
understanding of the Risks & vulnerablity that can escalate to Danger
subsequent Harm. Furthermore encouraging dialogue, blocking &
filtering. & co-operation
ENCOURAGBIALOGUE & GOPERATION

Alndustry/Organisations

All users should be educated about the difference between Risk
DangerHarm & the possibility of Danger through & @ossible
subsequent exploitation
ENCOURAGEMPOWERMENT UNDERSTANDING DIALOGUE "
PARENT/CARERS/TEACHERS

Achildren / Young Adults
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What Do Childeen & Young Adults do Opii

Keeping Children Safe on the Internet
0 RiidDkngeri Har mo

What is Expected of ALL
Schools / Colleges / Academies?
Training / Workshops

Controlled

Online Safety CPD Training for ALL Staff
Whole year group presentations on Online Safety & Social Media / Gaming awa
Online Safety Policy
AUP (acceptable use policies / agreements)
Filtering & Monitoring of Schools Internet Access

Offered not Controlled
Parental Information Evenings

Optional but Advised
OSO (Online Safety Officers)
BYOD Days
Social Media Questionnaire (ICT / PSHE)
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Online Safety in Schools & Colleges:
Questions from the Governing Board / Trustees
Does the school /college have online safety and acceptable use Policies in place? How

does the school / college assess that they are clear, understood and respected by all
children and staff? (Wi Fi Access)

Describe how your school/college educates children and young people to build
knowledge, skills and confidence when it comes fo online safefy? How do you assess its
effectiveness?

How do you ensure that all staff receive appropriate online safety training that is
relevant and regularly updated?

How does the school/college educate parents and the whole school/college community
with online safety?

What mechanisms does the school / college have in place to support pupils, staff and

parents facing online safety issues?
Socia
il
SE

Inspection of education
and online safety from
September 2015

®
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Ofsted Inspection Framework
Quality of leadership in, and management
of, the school ( page 43)

f

The i of to ensure that
there is safe recruitment and that all pupils are safe.
This includes:
the promotion of safe practices and a culture of safety, including
online safety .
Through:
1. Whole School Consistent Approach
2. Robust & Integrated Reporting Routines
3. Staff Training
4. Policies
5. Education
6. Infrastructure
7. Filtering Monitoring & Evaluation

Definition of safeguarding (extract paras 10 and 11)

Safeguarding action may be needed to protect children and learners
from:
bullying, including online bullying and prejudice -based bullying
the impact of new technologies on sexual behaviour, for example
sexting
Safeguarding is not just about protecting children, learners and
vulnerable adults from deliberate harm, neglect and failure to act. It
relates to broader aspects of care and education, including:
online safety-ane T TSSUe:
term6 on | i ne reflects ®widering range of issues
associated with technology and
with others and behavioural issues.

a usero:




Definition of safeguarding (extract paras 10 and 11)

Safeguarding action may be needed to protect children and learners

bullying, including online bullying and prejudice -based
bullying

the impact of new technologies on sexual behaviour, for
example sexting

§a7eguaralng Is not just about protecting children, leamners and
vulnerable adults from deliberate harm, neglect and failure to act. It
relates to broader aspects of care and education, including:

The term 6online safetydo refle
associated with technology and
with others and behavioural issues .

Inspecting how effectively leaders and governors
create a safeguarding culture in the setting (extract
para 18)

Inspectors will want to consider evidence that:
staff, leaders and managers understand the risks  posed by
adults or young people who use the internet to bully, groom or
abuse children, young people and vulnerable adults
there are well -developed strategies in place to keep
learners safe and to support them in learning how to keep
L " b’

staff, leaders and managers oversee the safe use of
electronic and social media by staff and learners and take

24 i Yy
behaviours

s

a wi
user 6
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The signs of successful safeguarding arrangements
(extract para 13)

In settings that have effective safeguarding arrangements, there
will be evidence of the following:
Adults understand the risks posed by adults or learners who use
technology, incl icalise
or abuse children or learners They have well-developed

support them to develop their own understanding of these risks
and in learning how to keep themselves and others safe.
Leaders oversee the safe use of technology when children and
learners are in their care and take action immediately if they are
concerned about bul ibging.neadesof chi | dr end
early years settings implement the required policies with regard

to the safe use of mobile phones and cameras in settings.

Social Media & Digital
Knowledge / Usage / Understanding

!
Digital Immigrant or Digital Visitor DIGITAL DIVIDE Digital Native or Digital Resident

Remember : Immigrants Always Learn from Natives
or Parents Learn FromYOU
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©  Questions; Students / Parents / Teachers
How Many students use dffad/ Iphone? Android Tablet / Mobile? .
How many have asked 'Siri' 6Cortanadd OK Googled 0Al exad
How many usVhatsApp / We Chat / Line PokemonGo?
How Many useacebook Instagram/ OoVoe
How many have heard ofiber Tango / Team Speak?
How Many use 38ox / Play StationGTA / AssassirFifa16 / Destiny / Call of Duty?
How Many have heard of Talking Angela / Slender Man / Bloody Mary?
Who has heard of Cat Fishing / Spoofing / Ratting / Vamping ?
How many usénapchat? K2 KHa GKS t2y38ad w{iNBIlQ K
How many can install apps, how many know their parents Apple Id password?
Who covers their Web Cagh ¥ 8 2dz R2 W2 KeQ K
How many play online games with ‘headphones & microphones?
How many know *You Tubers' if 5o wheg?Logan Paul DanTDM Zoella /KSi
If you heard or saw something inappropriate on a site / app / game / or messaging service who
Are you aware of Google Data Retention (SYNC) via device usage
Who switches Location Services (GPS) off and then on when they need it?
Who uses Putlocker , Popcorn Time, 123Movies? ¢ «
INB B2dz | 6} NB [2)f/COlagEsaWOM) £ SGdAyIW 6

[

What are you doing online?

Webcam Compromise as result of Viruses
Intentional & Unintentional Victims

. Talking to people on webcams using Raceboolor Google+.
i This could be friends or strangers.

. Using Chat Roulette@megle/ Badoo(Live Streaming)

v Skype /OoVoo/

. Viruses / Ratty (Remote Access)

T

(=Y

——smm—
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How Can Webcamdés bedCol
Viruses 8 But How (Pop Ups, Messaging, Streaming)

< Convincing young people into doing inappropriate things on webcam.
Harm from Deliberate Inappropriate Use
Speaking to Strangers (Intentional Victims )

» Harm from Unknown Webcam Access
lﬁ' Viruses Gaining Access (Unintentional Victims )
<

S

Victims - can happen to boys and girls.

Truth or Myth

Web Cam Compromis. Viruses

eeccccecsssscccccssccccce

Online Dangers;
U Inappropriate Content
U Online Privacy
U Sexy Selfies (Sexting)
U Online Grooming / Sextortion
U Online Bullying
0 Radicalisation
U Digital Tattoo Issues

ececcccsssccccccssccccccsssssssrss e


http://tinychat.com/
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Inappropriate Content Sexy Selfies (Sexting)
Aornography Jsending or Posting Ex;
Aviolence Aop: 2% (8

plicit Pictures
Sy

ya KI oS was

gale Speech A% say they received a sext
isky or illegal Behaviours Sexual Solicitation (Grooming)

KChallenges By u

nwanted sexual request or

any sexual request by an adult

Online privacy

AWhats Ol Pictures of Family & Friends
(with permission)
Casual Chat in Games

Awhats Not Ok- Certain Personal Information

Childrends lives
Online

8¢ 11 year olds who
own asmartphone

Sextortion (Disasters)

Online Bullying

Aviean Messages
/Photoshoping pictures
rake profiles
ARumours

Arhreats or Harassment

are increasingly

12¢ 15 year olds who
own asmartphone

ecccccccssccccccscccccccsssssssnss e

ececcccsssccccccssccccccsssssssrss e

20/02/2018

Childrendés |ives are increasingly

Online
12¢ 15 year olds
using a Tablet
8¢ 11 year olds
using a Tablet

Equal Protection Online as Offline ?

OANYONE CAN TALKTO YOU AND THEY CAN ASK FOR
PERSONAL DETAILS LIKE WHERE YOU LIVE AND YOUR
AGE. THEY CAN ASK YOU TO DO THINGS YOU DONT WANT
TO DO6

12 YEAR OLD
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Equal Protection Online as Offline ?

Currently the |l aw doesndt
same protection online as offline

We Wouldnt Let

Our Children. But Online
Walk Into Sex Shops It Takes Just a Few Clicks

Increased reporting &
Recording of abuse
in recent years

Increase in the number of
police recorded offences
Relating to indecent images

NSPCC 20602016

gi
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Should you have Instagram or Facebook /
Twitter / Snapchat / Pinterest
Musical.ly/ Oovoo ?7?

If you are not 13 yet?

wlf you have got a Facebook / IG / Snapchat /

Musical.ly etc account & you lied about your age

when you set it up.

off your parents set it up for you, then it is their
job to supervise you at all times when you are
using your account.

olalk & Show your Parents / Carers
WwhbQt

Increased reporting & i'
Recording of sexual abuse ‘

Increased reporting from the public
Is helping police to record more sexual
offences

¢1[Y ¢h hb[Lbo (EATENICENS

No - but

!
®

KEEP
CALM AND

DON'T TALK
TO ONLINE

NSPCC 2002016

10
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Online Abuse
Facts & Statistics

Increased reporting & "

Recording of sexual abuse . S
One in Fivesto11 1in 3intemnet

year olds& Seven users
in ten 12t 15 year Are Children

olds has a Social Media

Profile 1in3
Children
have beena
victim of Online
Bullying

1in 4 childremave
experienced somethingpegegey
upsetting on a social ]“Iﬁi Almostl in
networking site young peopls
have come across
racist or hate
messages online

Increased reporting from the public
Is helping police to record more sexual
offences

= b

NSPCC 2062016

Social Media- Risk¢ Danger- Harm

Risk Downloading and use of Apps or websites
Windowsg 10S- Android

D Illegal or Inappropriate Online behaviour
anger Contentg Contact- Conduct

Emotional Sexual Physical Online Exploitation
Harm Online Reputation Damage
lllegal Behaviour

ask. ,
Google

'@'alkTalk sley

If you can describe risk & explain risk you are in a better position to
LINEGSOG FyR O2ydNBE AGQ

Minimising Risk can Reduce the Escalation to Danger which in turn
drastically Reduces possible Harm

11



Risks In Everything Online &
However - Only Dangerous as a Result of
: Inapproriate  Content / Contact / Conduct

—:;n Social Media / Access & Usage —
:4“ Apps Direct Messaging (Open & Anonymous) }7
Inappropriate ~ Selfies }7

Online Bullying / Trolling / Revenge \

Online Reputation / Digital Tattoo \

| Connecting / Interacting with Others
Gaming & Messaging

XBOX_
LIVE

ecccccccssccccccscccccccsssssssnss e
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RiSkScan\eadtu DangerS can lead to Harm
Harm - Exploitation

including:
Physical Exploitation
Sexual Exploitation
Emotional Exploitation
Radicalisation / Extremism
Reputation Damage
Bullying
Identity theft / lllegal behaviour
Exposure to inappropriate content
Obsessive use of ICT
Copyright infringements

5 e
Bip n

"R

MEe RA

rLAEH
BN
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H Online Safety is Predominantly about Behaviour H

. But Technology can Assist .

. o « atulations!
2 1. GetlInvolved i Use same Apps / Social Media / Games - Talk Physical N Congratulations!
2. Adhere to Age Restrictions (Apps & Games, f & where possible. Physical . This browser is confi to use Tor.
: 3. Check Contacts List & Friends & Opponents Physical : il "

« 4. Be part of Closed Groups-Clash of Clans / WhatsApp / Fifa /Discord Physical SA FETy .

* 5. Cover Up Webcam when not Using (Webcam Compromlse) Physical A . =
:6.Don6t use File Sharing Streami Physialf Vi(F,RSTl’ N

* 7. Use Social Media Positively - Twitter / Lmkedln / Blogging Physical .

8. Speak to Schools THIS IS TEAMWORI Physical M st

* 9. Use Family Sharing (Ipads / Iphone) 7 Famnly Link (Android) Settings  Practical .

: 10. Switch off Sync on Android Phones / Tablets Settings Practical :

+ 11.Use Location Settings when required Settings  Practical .

+ 12.Switch Off Location Settings on Childs / Young Adults Phones ~ Settings ~ Practical M

« 13.Test App games by switching off WiFi & Mobile Data Settings  Practical .

* 14, Restrict WiFi Access (Times) via Modem Settings Practical N

% 15. Use filters to restrict access (Parental Controls & Software) Settings  Practical N

. .

. .

: Understand the Risks to Restrict Escalation to Online Dangers s & % > B o lall |

. by Preventing Inappropriate Behaviour .

. . https://startpage.com/rth/search

How Have You Got OnlingPast / Future

Sleep 3,4,5 Devices

What adults worry about

+APredators (Gaming & Social Media) (Meeting Pedjdlet Online) Hibernate

“AViewing inappropriate conterTOR

EAPosting/sending inappropri ing

.
:ﬁonline Bullying / & harassmenYiKyak
.

Laptops Music devices (iPod
Touch)

-ACopyright Theft§treaming Films
. Handheld

.
:N)nline addiction / tirednes&@ming M . gaming devices
. - o o N

<Aonline Conduct that may be, illegal or inappropriate - e

¢ behaviour [ > ;
ROnline Reputation & Identity TheftBigital Tattoo FITITY

. By,

.

Smart Phones E-readers

Tablets

13
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