Kids Computers, Device Apps & Social Media ( Years 5-6)
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Online Devices – Apps – Games   ‘ Risk – Danger – Harm’
Everyone knows that children generally take to computers more quickly and easily than adults. Today’s children grow up with access to computers, laptops, tablets & phones – all with access to the Internet. This makes the Internet more accessible than ever before, furthermore most students love to explore and experiment, as children have always done; that’s an important element in learning. Unfortunately, that exploration and experimentation can lead them to virtual “places” that are legally off limits, inappropriate or can damage their devices. This inappropriate access can easily occur without their awareness that they’re doing anything wrong.

With this unlimited access to the Internet, children must be made aware of the Risks that are in abundance, some that can lead to Danger and possibly Harm.
Social Media and more importantly Apps are the ‘Game Changer’, despite some sites having age restrictions, these are being ignored resulting in a total lack of age specific internet areas or usage. Direct messaging through Apps is common place which has seen a rise in interaction between strangers, masquerading behind the title of ‘Contact or Friend’. 
The following is an example of what is covered during this session:
· What is personal information?

· How does it spread on the Internet?

· Who can see your personal information?

· How to protect yourself online

· Interactive gaming

· Direct messaging: rules, tracking and potential misuse consequences

· Case examples of cyberbullying, sexting  and real life implications

· What are: 

· The dangers of IM?

· Privacy settings?

· Difference between IOS – Android – Blackberry – Windows ?

·  Do Operating Systems have different Risks ?

· Your rights (and lack thereof): Who is allowed to see what? What happens to your information when 
             you post it online?
· Sexting/Inappropriate Images: What is it and who can get in trouble?

· Q&A where Jon invites questions from students

Specific Areas covered in training:
1. Inform pupils of the benefits and dangers of social media. 

2. Discuss the different operating systems and devices which now result in different Risks posed by using different devices;

Web cam chat     (inc Chat Roulette / Stickam)

Video Posting      (Vlogging inc You Tube/Social Networking/Social Media)

Blogging Posting (inc Twitter , Blog)

Cyberbullying/Trolling/Sexting/Sextortion
Viruses & Trogans
Online Identity & Reputation
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